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Hé¢ thong quan ly dinh danh nguwoi dung tdp trung

CONG TY CO PHAN BAO HIEM NGAN HANG NONG NGHIEP (ABIC)

HE THONG QUAN LY PINH DANH TAP TRUNG
VA PANG NHAP MOT LAN

Xay dung trén nén tang Duende IdentityServer

YEU CAU KY THUAT VA DANH MUC TiNH NANG
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Hé thong quadn 1y dinh danh nguoi dimg tdp trung
PHU LUC 01: YEU CAU VE MO HINH HE THONG VA NEN TANG CONG
NGHE

1. Yéu cau vé mo hinh kién tric tong thé

Hé thdng phai dugc xdy dung theo kién tric phan ting, tach bach giira may chu

xac thuc va hé quan tri, trién khai dudi dang cac dich vu doc lap:

- Tang xac thue (STS — Identity Provider): 14 diém ding nhap duy nhat cua toan
bd hé sinh thai ing dung ABIC. Cung cip giao dién dang nhap, ding ky, xac thuc da
yéu t6, khoa truy cap passkey, man hinh dong thuin cap quyén, trang ca nhan ngudi
dung va toan bd endpoint chuin OpenID Connect / OAuth 2.0 dé cac tng dung dau nbi.

- Tang quan tri (Admin API va Admin UI): dich vu API quan tri duoc bao vé bang
OAuth 2.0, phuc vu tmg dung quan tri mot trang (SPA). Cho phép quan tri vién ciu hinh
ng dung client, tai nguyén, ngudi dung, vai tro, phan quyén, theo ddi nhat ky va kiém
tra cau hinh.

- Tang tich hop: gdbm module doc dir liéu ngudi dung tir hé théng Core cia ABIC
va module déng bd mat khau ra céac dich vu thu muc bén ngoai. Hoat dong dudi dang
dich vu nén chay theo chu ky, khong phu thudc thao tac thu cong.

- Téng dir li€u: sau nhom co sé dir li€u logic tach biét theo chirc nang; bét budc

chay dugc trén Oracle 19C, thong qua b migration riéng cho ting hé quan tri.

2. Yéu cau vé nén tang cong nghé

Céc cong nghé va phién ban néu dudi day 1a mic tdi thiéu. Pon vi thuc hién c6 thé dé
xuit cong nghé tuong dwong hodc méi hon kém thuyét minh, va phai duoc ABIC chap

thuén trude khi trién khai.

Hang muc Yéu cau vé cong nghé
Nén tang tmg dung NET 10/ ASP.NET Core 10.0 tr¢ 1€n, ngon ngir C#
Duende IdentityServer phién ban 7.x tr¢ 1€n, tich hop véi
May chu xac thyc (1dP) _ _
ASP.NET Core Identity va Entity Framework Core
Quan ly nguoi dung ASP.NET Core Identity trén Entity Framework Core
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H¢ thong quan ly dinh danh nguoi dung tdp trung

Hang muc

Yéu cau ve cong nghé

Giao dién dang nhap
(STS)

ASP.NET Core MVC - Razor Views, TailwindCSS hoac
framework CSS tuong duong

Giao dién quan tri (Admin

Ul)

Ung dung SPA: React 18 tré 1én v6i TypeScript, cong cu dong
g6i Vite; thu vién thanh phan giao dién c6 kha ning truy cip
(Radix UI / shadcn-ui hodc trong duong); quan 1y truy van va
bang dit liéu (TanStack Query, TanStack Table hoac tuong
duong); kiém tra hop 18 biéu mau; biéu d6 thong ké; da ngon

nglr Viét/Anh

Truy cép dir li€u

Entity Framework Core - m6 hinh Code-First, migration tdch

riéng theo ting hé quan tri co so dir licu

H¢ quan tri CSDL

Bit budc hd tro Oracle; khuyén khich hd tro déng thot
Microsoft SQL Server va PostgreSQL

Anh xa dbi tuong

Thu vién anh xa sinh ma tai thoi diém bién dich, han ché su

dung reflection nham bao dam hi¢u nang

API va tai liéu API

ASP.NET Core Web API; sinh dic td OpenAPI/Swagger va thu

vién client TypeScript cho tmg dung quan tri

Ghi log va kiém toan

Ghi log tip trung co cdu tric (Serilog hodc twong dwong) voi
nhiéu dich ghi: t&p, co s& dir liéu, hé théng log tap trung; nhat

ky kiém toan riéng cho thao tac quan tri

Gidm sat tinh trang

Health check cho may chu xéc thuc, co s¢ dir li¢u va céc dich

vu phu thudc, c¢6 giao di¢n theo doi

Béo mat ting HTTP

Content Security Policy, HSTS, chong clickjacking, chdng
MIME sniffing thong qua middleware security headers

Bao vé khoa dir liéu

ASP.NET Core Data Protection luu trit trén co s& dit lidu; hd

trg tuy chon bao v¢ khoa béng kho khoa tap trung
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H¢ thong quan ly dinh danh nguoi dung tdp trung

Hang muc

Yéu cau ve cong nghé

Quan ly bi mat, chimg thu

I4
A

SO

Ho tro tép PFX, kho chimg thu cia may chi va kho khoéa tap
trung (Azure Key Vault hodc tuong duong)

bang nhap qua nha cung

cap ngoai

Azure AD / Microsoft Entra ID, Google Workspace, LDAP; c6

kha ning mé rong thém nha cung cip OpenID Connect khac

Pong bo Directory

Google Admin SDK Directory API (Google Workspace),
Microsoft Graph (Entra ID), System.DirectoryServices (Active
Directory)

Xac thuc khong mat khau

Passkey / WebAuthn (FIDO?2)

Guri thu dién tur

SMTP hoac dich vu guri thu qua API

Dinh tuyén, can bang tai

Hoat dong dugc sau reverse proxy; hd tro trién khai nhiéu nat

phia sau bg can bang tai

Dong goi va trién khai

Dong goi bang Docker, moi dich vu mot container; kém script

hd trg build, migration va trién khai

Tich hop hé théng Core
ABIC

Doc dir liéu ngudi dung truc tiép tir co sé dir liéu Oracle cta hé

thong Core theo huéng dan ciia ABIC

3. Danh muc thanh phan phin mém cén xay dung

TT  Thanh phin Vai tro
Trang dang nhéap, dang ky, xac thuc da yéu td,
. M4y chu xic thuc tap trung | passkey, dong thuan cip quyén, ludng thiét bi, quan
(STS / Identity Provider) Iy phién va hd so ngudi dung; cung cip toan bd
endpoint OpenID Connect / OAuth 2.0
) . | B6 API quan tri nguoi dung, vai tro, claim, Gng
Dich vu API quén tri (Admin
2 AP dung client, tai nguyén API, pham vi truy cép, tai
nguyén dinh danh, nha cung cip dinh danh, khéa

Trang 4 / 17




AAAAAAAAAAAAAAAA

Hé théng quadn Iy dinh danh nguoi dimg tdp trung

TT  Thanh phin Vai tro
ky, Uy quyén da cip, bang dicu khién, nhat ky va
kiém tra cAu hinh
, Ung dung mot trang (SPA) cung cdp toan bd giao
3 Ung dung quan tri (Admin UT) | _ '
dién quan tr1, da ngén nglt Viét/Anh
A Madéy chi phuc vu ung dung | Phuc vu irng dung quan tri, xac thuc quan tri vién
quan tri qua chinh may chu xac thuc tap trung
‘ _ Service, DTO, kiém tra hop 1& va anh xa dit li¢u
5 Tang nghié¢p vu dung chung .
dung chung cho cac thanh phan
. ) DbContext, repository, ciu hinh mé hinh di liéu va
6 Tang truy cap dir liéu L
cac tuy bién riéng cho Oracle
o , Migration tach ri€éng cho tirng hé quan tri co s¢ dir
7 B6 migration co s¢ dir liéu _ N
liéu duoc ho tro
q Module tich hop hé théng Core | Poc hd so ngudi ding va trang thai tai khoan tir hé
ABIC théng Core; dong bd mat khau vé Core
5 Module dong bd dich vu thu | Pong bd mat khau sang Google Workspace,
muc Microsoft Entra ID va Active Directory
0 Thu vién cdu hinh va tién ich | C4u hinh tap trung, tién ich dung chung cho toan b
dung chung giai phap
" Bo cong cu va tai liéu tich hop | Script phat hién dang xuéat SSO, tai liéu huéng dan
cho ung dung client d4u ndi va mau ciu hinh cho céc ung dung ndi bd

4. Yéu cau ve to chirc co sé dir liéu

Hé thong phai tach thanh sau nhom co so dit lidu logic dudi ddy, co thé dat trén cling

mot hodc nhi€éu may chu co s¢ dit li€u tiy quy mo trién khai:
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Hé théng quadn Iy dinh danh nguoi dimg tdp trung

Nhoém co sé dir li€u

Noi dung luu triv

CAu hinh IdentityServer

Ung dung client, tai nguyén API, pham vi truy cap, tai nguyén
dinh danh, nha cung cap dinh danh

Uy quyén d3 luu, mi ty quyén, refresh token, khoa ky, phién

Uy quyén da cap
phia may chu
_ . Nguoi dung, vai tro, claim, ddng nhap ngoai, token, lich str hoat
Pinh danh nguoi dung
dong dang nhap
Nhat ky h¢ théng Log van hanh cua céc dich vu
Nhat ky kiém toan Nhat ky thao tac quan tri

Khoa bao vé dir li€u

Khoa ma hoa caa ASP.NET Core Data Protection

5. Chuan va giao thirc bit budc tuin thi

Nhom chuan

Noi dung

OpenID Connect 1.0

Authorization Code Flow kém PKCE, Hybrid Flow, Discovery
Document, UserInfo, JWKS

OAuth2.0/2.1

Client Credentials, Refresh Token, Device Authorization

Grant, Token Introspection, Token Revocation, DPoP

Ding xuat

Front-channel logout, Back-channel logout, End Session

Endpoint, kiém tra trang thai phién

Pinh dang token

JWT c6 chir ky s6, Reference Token; luan chuyén khoa ky tu
dong

Xéc thyuc da yéu to

TOTP theo RFC 6238 (img dung Authenticator), ma khoi phuc

Xac thuc khong mat khau

WebAuthn / FIDO2 Passkey

Thu muc nguodi dung

LDAP v3, Microsoft Graph, Google Admin SDK Directory
API
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Hé¢ thong quan ly dinh danh nguwoi dung tdp trung

Nhém chuin Noi dung

Khs SMTP, HTTPS/TLS, Content Security Policy, CORS,
ac
Forwarded Headers (reverse proxy)

6. Yéu cau vé mo hinh trién khai

- M&i dich vu phai duoc dong goéi thanh mot container Docker doc lap, hoat dong
dugc sau reverse proxy dam nhiém cham dat TLS va dinh tuyén theo tén mién; trién
khai dugc trén may chu vat 1y, may 4o hoac cum Kubernetes.

-May cha xdc thuyc dugc cong bd tai mot tén mién duy nhét
(https://sso.abic.com.vn); giao dién quén tri va API quan tri duoc cong bd tai tén mién
riéng, gi61 han truy cap theo dai mang ndi bo.

- Chung thu s ky token va cic bi mat cAu hinh phai duoc quan 1y tap trung qua
kho khéa hoac kho chirng thu cua may chu; khéa ma hoa dir li€u luu trén co s¢ dir licu
va ty dong luan chuyén.

- Qua trinh di tra co s dit liéu va khoi tao dit liéu ban dau phai thuc hién tu dong
khi khéi dong dich vy, kém b script ho tro tao va hoan tic migration.

- H¢ théng phai van hanh duoc ¢ ché d6 nhiéu nat phia sau b can béng tai, phuc

vu giai doan mo rong.
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Hé¢ thong quan ly dinh danh nguwoi dung tdp trung

PHU LUC 02: MO TA CHI TIET HANG MUC CONG VIEC

Admin API)

TT  Danh muc cong viéce M0 ta chi tiét cong viée
- Khdo sat hién trang cac irng dung noi bo cia ABIC va
co ché dang nhap dang sir dung.
Khao sat, tw vén, thiét ké | - Tu van mé hinh xéc thuc tap trung theo chuan OpenID
kién tric hé théng dinh | Connect/OAuth 2.0.
: danh tap trung (SSO/IAP) | - Thiét ké kién tric ba thanh phan: may chu xac thuc
theo dac thu ABIC (STS), dich vu API quan tri va giao dién quan tri.
- Chuan héa dit liéu nguoi dung, co cAu to chirc, vai tro
va claim dung chung cho toan b tng dung.
- Pang nhap, dang xuat tip trung; dang nhap mot lan
(SSO) va dang xuat mot lan (SLO).
- H4 tro ddy du cac ludng cap phat token: Authorization
Xay dyng may chu xac
Code kém PKCE, Client Credentials, Refresh Token,
2 thuc tap trung (STS - )
Device Flow.
Security Token Service) o
- Xéac thuc da yéu to (2FA/TOTP), ma khéi phuc, khoa
truy cap Passkey/WebAuthn.
- Quan Iy phién phia may chu va thu hdi phién tir xa.
- Xay dung giao dién quan tri dang SPA va by API quan
tri turong Gng.
- Quan ly nguoi dung, vai tro, claim, ing dung client,
X4y dung phan mém quan | tai nguyén API va tai nguyén dinh danh, pham vi truy
3 tri dinh danh (Admin UI va | cap, khoa ky, phién va uy quyén da cip.

- Bang diéu khién thdng ké, kiém tra cAu hinh va nhat
ky kiém toan.
- Pa ngon nglr Viét/Anh, giao dién séng/téi, nhan dién

thuong hi¢u ABIC.
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Hé¢ thong quan ly dinh danh nguwoi dung tdp trung

TT  Danh muc cong viéc M0 ta chi tiét cong vige
- Xay dung dich vu déng bo dit liéu nguoi dung tir Core
- Pong bo toan bd ngudi ding 1an dau va dich vu nén
Tich hop va dong bo dir ddng bo gia tang theo chu ky.
4 liéu ngudi dung voi hé | - Pong bo trang thai khoa tai khoan; dong bo thong tin
théng Core ctia ABIC don vi, phong ban, chirc danh sang claim.
- Loc dit liéu theo loai doi tuong nguoi dung va mién
thu dién tir dugc phép.
- Tich hop dang nhip qua Azure AD / Microsoft Entra
ID, Google Workspace, Facebook, GitHub va LDAP.
Tich hop nha cung cap - Pong bo mat khau sang Google Workspace, Entra ID,
5 dinh danh ngoai va ddng | Active Directory va Core khi nguoi dung d6i hodc dat
bd mat khau Directory lai mat khau.
- Céu hinh bavtit timg dich ddng bo, thoi gian cho va
cach hién thi 16i cho nguoi dung.
- Cung cip bo API quan tri duge bao vé bang OAuth
2.0 kém tai li¢u Swagger.
Xay dung bd API va co ché | - Xay dung endpoint kiém tra trang thai phién va script
6 phat hién ding xudt cho | nhung dé ung dung client tu dong diang xuat khi phién
g dung client SSO két thuc hodc bi thu hdi.
- Huéng dan tich hop cho ting tmg dung: chi bd sung
mot dong script, khong phai stra ciu hinh tng dung.
- Tu dong tao va di trt co s¢ dir li¢u, khéi tao dir li¢u
ban dau: vai tro, tai khoan quan tri, itng dung client va
Thiét 1ap hé thong ban dau, | tai nguyén mac dinh.
7 di tra co sé di liéu cho mdi | - HS tro da hé quan tri co s¢ dir ligu: Oracle, SQL

don vi

Server, PostgreSQL.
- Cu hinh chung thu s6 ky token, bao vé khoéa dir liéu,

chinh sach CSP va reverse proxy.
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Hé théng quadn Iy dinh danh nguoi dimg tdp trung

Danh muc cong viéc

MGo ta chi tiét cong viéc

Dao tao van hanh, chuyén

giao hé thong

- Lop dao tao can bd quan tri hé théng: van hanh giao
dién quan tri, cap phat tmg dung client, phan quyén
nguoi dung.

- Lop dao tao can bd cong nghé thong tin tich hop tng
dung: dau ndi OIDC, doc claim, xtr Iy ding xuét SSO.

- Ban giao ma ngudn va tai liéu k¥ thuat.

Dich vu bao tri, hd tro ky
thuat

- B6 tri nhan sy h tro xur Iy su c¢d sau khi hé théng duoc
dua vao van hanh chinh thirc.
- Cap nhat ban va bao mat va nang cap phién ban nén

tang.
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PHU LUC 03: DANH MUC

H¢ thong quan ly dinh danh nguoi dung tdp trung

TINH NANG BAT BUQC PAP UNG

Danh muc chire ndng ma hé thong quadn Iy dinh danh nguwoi dimg va dang nhdp mét lan

phai dap vng.
Chirc nang Noi dung
A.XAC THUC VA PANG NHAP MOT LAN (SSO)

bang nhap tap trung

Ding nhdp bang tai khoan va mat khiu; ghi nh¢ ding nhép;
tu dong khoa tai khoan khi sai mat khau nhiéu 1an; kiém soat

an toan dia chi chuyén hudng sau diing nhap

Ping nhap mot 1an / Pang

xuat mot 1an

Mot lan dang nhap dung chung cho moi tng dung ndi bo;
ding xuat dong loat theo co ché front-channel va back-

channel logout

Xéc thyc da yéu to (2FA)

Kich hoat va huay ung dung xac thuc (TOTP, ma QR); dang
nhap bang mi 2FA; sinh va st dung ma khéi phuc; ghi nhé

hodc quén thiét bi tin cay

Khoa truy cap (Passkey /
WebAuthn)

Ding ky, doi tén, cip nhat va xoa passkey; dang nhap khong

can mat khau

bang nhiap qua nha cung

cap ngoai

Azure AD / Microsoft Entra ID, Google Workspace (gidi han
theo tén mién), Facebook, GitHub, LDAP; lién két va g& lién

két tai khoan ngoai

bang ky va xdc minh tai

khoan

Dang ky c6 hodc khong cé tén dang nhap; guri thu xac nhan;

xac minh dia chi thu dién tir

Quén va dat lai mat khau

Gui lién két dit lai qua thu dién tir; dit lai mat khau; doi mat
khau; thiét 1ap mat khau 1an dau cho tai khoan dang nhap bang

nha cung cap ngoai

Pong thuan cip quyén

(Consent)

Man hinh xin phép ngudi ding cap quyén cho tng dung; ghi

nho Iva chon da déng thuan
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Hé théng quadn Iy dinh danh nguoi dimg tdp trung

Chirc nang

Noi dung

Ludng thiét bi (Device
Flow)

Xac thuc cho thiét bi khong c6 trinh duyét thong qua ma

nguoi dung

Trang ca nhan nguoi dung

Xem va cdp nhét ho so; quan 1y cac tai khoan dang nhap ngoai

da lién ket; tai xuong dir li¢u ca nhan; x6a dir li¢u ca nhan

Nhat ky dang nhap cta chinh ngudi ding gom thdi gian, dia

Hoat dong dang nhap chi IP, trinh duyét, tmg dung, nha cung cip va két qua thanh
cong/that bai; thu hoi phién dang md trén thiét bi khac
Pa ngdn nglr Viét/Anh; tuy bién theo nhan dién thuong hiéu
Giao dién dang nhap ABIC (logo, favicon, tiéu dé, CSS chu d¢); 4p dung Content

Security Policy

B. QUAN TRI NGUOI DUNG VA PHAN QUYEN

Quan 1y nguoi dung

Tim ki€ém, phan trang, xem chi ti€t; thém, stra, x6a nguoi

dung; ddi mat khau; khoa va mé khoa tai khoan

Quan 1y vai tro

Thém, sura, xd6a vai tro; xem danh sach ngudi dung theo vai

tro; gan va go vai tro cho nguoi dung

Quan 1y claim

Quan 1y claim cua nguoi dung va claim cua vai tro; tra ctru

nguoi dung theo loai claim va gia tri claim

Quén ly dang nhdp ngoai

cua nguoi dung

Xem danh sach va g lién két tai khoan nha cung cap dinh

danh ngoai

Phan quyén quan tri

Phén quyén theo vai trd quan tri; bao vé ting tuyén giao dién

va ting endpoint API theo quyén

Co cau to chuc

Claim don vi, phong ban, chirc danh, tén hién thi duoc d@)ng

bd tu dong tir hé théng Core

C. QUAN TRI UNG DUNG VA TAI NGUYEN OAUTH 2.0 / OIDC
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Chirc nang

Noi dung

Thém, sira, x6a, nhan ban tng dung; cdu hinh grant type, dia

chi chuyén huong, CORS origin, thoi han token, kiéu token,

Quan ly tmg dung (Client)
PKCE, DPoP, thuat toan ky; quan 1y secret va thudc tinh mo
rong
_ Thém, sura, x6a API Resource; quan ly secret va thudc tinh;
Quan 1y tai nguyén API

gan pham vi truy cap

Quan 1y pham vi API (API
Scope)

Thém, stra, x6a scope; quan 1y thudc tinh; kiém tra tring tén

khi tao madi

Quéan ly tai nguyén dinh
danh

Thém, stra, x6a Identity Resource; quan 1y thudc tinh; ciu

hinh danh sach claim di kém

Quan 1y nha cung cip dinh
danh

Thém, sta, x6a Identity Provider dong theo schema (két ndi

OIDC bén ngoai)

Quan ly khoéa ky (Keys)

Danh sach khoa ky dugc luan chuyén tu dong; xem chi tiét;

thu hoi khoa

Quan ly uy quyén da cép

Danh sach chii thé va iy quyén da luu; xem chi tiét; thu hoi

theo tirng Uy quyén hodc toan bo theo chil thé

Quan ly phién phia may chu

Danh sach phién dang hoat dong; thu hdi phién

D. GIAM SAT, NHAT KY VA KIEM TRA CAU HIiNH

Bang diéu khién

(Dashboard)

Théng ké téng quan IdentityServer (mg dung, tai nguyén,
pham vi, iy quyén) va thong ké Identity (ngudi dung, vai tro);

biéu d6 hoat dong theo s6 ngay gan nhat

Nhat ky kiém toan (Audit
Log)

Ghi nhan moi thao tac quan tri: ai thyc hién, thoi diém, noi
dung thay doi; loc theo ngudi dung, loai su kién va khoang

thoi gian
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Chirc nang

Noi dung

Nhat ky hé théng

Ghi log tap trung xudng co sd dit liéu va tép; ghi nhan sy kién

cua IdentityServer

Kiém tra cau hinh

(Configuration Issues)

Tu dOng ra soat va canh bao cac cau hinh rui ro; bang tong

hop theo mirc d§ nghiém trong

Bo quy tic kiém tra

(Configuration Rules)

Tu dinh nghia, bat/tit quy tic: grant type 16i thoi (Implicit,
Password), thiéu PKCE, dia chi chuyén hudng khéng dung
HTTPS, tng dung khong c6 pham vi truy cap, thoi han
access/refresh token qué dai, quy udc dat tén scope va API
resource, Identity Resource bi tat, scope khong dugc sir dung,

secret sap hét han

Kiém tra tinh trang hé théng

Health check cho IdentityServer, co s¢ dit li€u va cac dich vu

phu thudc

E. PONG BQ VA TiCH HQP HE THONG

Pong bd ngudi dung tir
Core ABIC

Déng bd toan bd nguodi dung lan dau; dich vu nén d@)ng bo gia
tang theo chu ky dya trén méc thoi gian thay doi; tao méi va
cap nhat nguoi dung; anh xa trang thai khoa tai khoan; déng
bd claim don vi, phong ban, chirc danh; loc theo loai ngudi

dung va mién thu dién tr duoc phép

bong bod mat khau ra

Directory

Khi ngudi dung d6i hodc dat lai mat khau, hé thong tu dong
ddng bd sang Google Workspace, Microsoft Entra ID, Active
Directory va Core; cAu hinh bat/tat tung dich, thoi gian cho

va cach hién thi 161

Phat hién dang xuat SSO

cho g dung client

Endpoint kiém tra trang thai phién (khong gia han cookie) két
hop script nhung; Gng dung client tir chuyén vé trang ding
xuat khi phién SSO két thuc hodc bi thu hoi tir thiét bi khac;
c4u hinh danh sach origin tin cay
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H¢ thong quan ly dinh danh nguoi dung tdp trung

Chirc nang

Noi dung

Tich hop tng dung ndi bo

Pau ndi theo chuan OIDC/OAuth 2.0; cung cép bo claim da
chuén hoa dé tmg dung doc truc tiép (tai khoan, tén hién thi,

don vi, phong ban, chirc danh, thu dién tr)

Thong bao qua thu dién tir

Gui thu qua SMTP hoac SendGrid: xac nhan tai khoan, dat

lai mat khau, canh bao bao mat

F. QUAN TRI HE THONG VA HA TANG

Ho trg da hé quan tri co s¢

dir lidu

Oracle (bat budc), Microsoft SQL Server, PostgreSQL

Di tra va khoi tao dit liéu

Tu dong ap dung migration khi khoi dong; khoi tao vai tro,

tai khoan quan tri, rng dung client va tai nguyén mac dinh

Quan 1y chung thu sé ky

token

Str dung tép PFX, chiing thu trong kho cia may chu, Azure
Key Vault hoac khoa tam cho moi trudng phat trién; tu dong

luan chuyén khéa ky

Bao vé khoa dir liéu

Data Protection Iuu trén co sé dif lidu; tiy chon bao vé bang

Azure Key Vault

Céu hinh tir Key Vault

Poc cau hinh nhay cam tryc tiép tir Azure Key Vault thay vi

Iy trong tép cau hinh

Béo mat ha tang

Chinh sach Content Security Policy v&i danh sach tén mién
tin cdy; xir Iy Forwarded Headers cho reverse proxy; cau hinh

CORS; chong tan cong CSRF

Chinh sach mat khau va tai

khoan

Céu hinh d9 dai va do phirc tap mat khau, khoa tam thoi, yéu
cau tai khoan va thu dién tir duy nhat, yéu cau xac minh thu

dién tu trudc khi dang nhap

Pa ngdn ngir va giao di¢n

Tiéng Viét va tiéng Anh cho ca trang dang nhap va trang quan
tri; ché do sémg/téi; tuy bién logo, favicon, ti€u dé va CSS

thuong hi¢u
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Hé¢ thong quan ly dinh danh nguwoi dung tdp trung

Chirc nang

Noi dung

G.BO API VA TAI LIEU KY THUAT

Céc endpoint chuan

OIDC/OAuth 2.0

Discovery, Authorize, Token, Userlnfo, Introspection,

Revocation, End Session, JWKS, Device Authorization

B6 API quan tri (Admin
API)

API nguoi dung, vai tro va claim; API ing dung client va
secret; API tai nguyén API, pham vi API va tai nguyén dinh
danh; API nha cung cip dinh danh; API khoa ky; API uy
quyén d3 cip; API bang diéu khién; API nhat ky kiém todn;
API kiém tra cau hinh va bo quy tic; API théng tin tng dung

API kiém tra trang thai phién danh cho ing dung client; API

API phién dang nhap .

thu hoi phién

Xac thuc bang OAuth 2.0 Bearer token, phan quyén theo
Bao mat API pham vi truy cdp va vai tro quan tri; tai li¢u

Swagger/OpenAPI c6 tich hop dang nhap OIDC

Tai liéu trién khai

Huéng dan trién khai SSO; hudng dan tich hop phat hién
dang xuat SSO cho tmg dung client; hudéng din dong bo mat

khau Google Workspace va Microsoft Entra ID

Thoi han hd tro k¥ thuat

Theo thoa thuan hop dong

Ghi chu:

- Toan bg chiric nang néu tai Phu luc 02 1a yéu cau bt bude. Pon vi thyc hién phai

dap Gmg day du va nghiém thu theo tirng nhom chirc nang.

- Ban quyén nén tang Duende IdentityServer do ABIC tryc tiép trang bi va dtng

tén s& hiru khi hé thdng chuyén sang van hanh chinh thirc, khong thudc pham vi chao

gia. Ha tang 40 hoa do ABIC cung cap.

- ABIC cung cép thong tin két ndi hé théng Core, khoa dich vu Google Workspace

va Microsoft Entra ID, danh sach tén mién tin cdy cia cic ung dung client dé don vi

thuc hién tich hop.
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64 ABIC

Hé théng quadn Iy dinh danh nguoi dimg tdp trung
- Pon vi thuc hién ban giao ddy dit ma ngudn, tai liéu thiét ké va tai liéu van hanh;
ABIC s hitu toan bé san phdm ban giao.
- Thoi han bdo hanh, pham vi bao tri va muc do dap ung su ¢d thuce hién theo thoa

thuan tai hop dong.
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